
Authentication

Authentication

Send Money Mail
Process

Suggestions provided to user on how
to use Money Mail

Compose E-mail
for Receiver

2.1

Visa

Valid?

Validating for:
- Required fields
- E-mail format
- Amount

Yes

No

Sending Money Mail Functionality

Receiver's Name (r)
Receiver's E-mail (r)

Challenge Question (r)
Expected Response (r)

(suggestions given)
Alternative Challenge Response (o)

Amount (r)
E-mail subject (r)

E-Mail message (o)
Phase2:

Express funding
Phase 3:

Gift Certificate

Valid?

Bank One
Customer

Validating for:
- Account number is 16 Numbers
- Account Number starts with a 4
- Expiration Date is in correct format
- Expiration date is >=  today
- All required fields

Yes

Bank One
Card Setup

(display only Bank
One Card Info)

2.5

Bank One Card Number (r)
PIN Number (r)

Note: No other ATM cards accepted

Looking at Bank One
Routing Numbers to make
decision programmatically
and display specific page  to
user

Valid?

ChexSystem
(Customer Info
Authentication)

Checking

Enter Visa
Information

2.3

No

Account Number (r)
Expiration Date (r)

CVV (r)
Cybersource Requires

(Default to existing info within the user's profile):

Name as appears on the card (r)
Street Address (r)

City (r)
State (r)

Zip Code (r)
E-mail (from profile)
Phone (hard coded)

Country (hard coded)

Note: Add statement about why we need this info,
and the Country  is hard coded to USA as this is

not internationalized.

Enter Checking
Account

Information 2.4

Bank Number (r)
Account Number (r)
Check Number (r)

Validating for:
- All required fields

No

No

No

Valid?

No

Yes Yes

Validating for:
- All required fields
- Check for formatted DL for designated state
- Check for over 18

Validating for:
- All required fields

- Star Base
???? Unknown, probably transaction

oriented

Web Page

Account
used

previously

ACH
(amount of send +

calculated fee, from
user's account to MM

Account)

Efunds
Authentication

(with ACH)
(Account and
Transaction)

A

Payment
Method Setup

A

Yes

Yes

Setup Visa

Yes

No

No

A

Confirmation
of Money Mail

2.7

Sender's information:
All of User Profile

Receiver's information:
First Name
Last Name
Amount
E-mail subject
E-mail message
Account
E-Mail Address
Challenge/Response
Calculate Fee (Amount + Fee)

Changes

Agree

Seen Latest
Disclosure

No

Yes

Yes

No

Cybersource
Customer

Authentication and
Cybersource  Debit

of amount to send plus
calculated fee

No

Money Mail Receipt
2.8

"Wording" differs depending on:
- If E-mail is confirmed
- System inaccessible (12-7)
- Customer/Account previously
authenticated

Regardless if first time
CyberSource customer
authentication is always

done

Final Confirmation
sent to sender via

E-mail with Info

All encompassing
Disclosure  2.6

- All information stated in Confirmation
- ConfirmationNumber
- Printer Friendly page

Leave Site

Select
Payment

Method 2.2

A

- Pricing information is displayed here to show differences in which type of payment
method you would use (specific to user( complicated algorithm))
- Will display accounts previously set up

B

B

Credit Card or
Checking
Account

Credit Card
Checking
Account

User
Authenticated

previously

No

No

Yes

Update the
sender's address

book with
receiver's info

Person/User
Authenticated

previously

Yes

A

Yes

Efunds
Authentication

(with ACH)
(Account and
Transaction)

Bank One
Account

Starbase
(Bank One Card
Authentication)

Yes

No

Yes No

Non-Bank One
Checking
Account

(display both Bank
One Card Info and
additional Check
account info )  2.5

Valid?

CheckSystems requires:

Social Security Number (r)
City (r)
State (r)
Zip Code (r)
Driver's License/Sate ID (r)
DL State (r)
Date of Birth (r)
Note: Need to display images of all
different types of checks

Authentication
problems

No

E-mail Sent to
Receiver

Cost incurred by Bank One

Errors

No

Yes

Yes

C

Continued on Next Page

Yes

D


